
Passwordless is 
just the beginning. 
The future is Keyless
Adopt zero-trust authentication to protect your 
remote workforce and enable strong customer 
authentication with just a look.
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• overview

who we are
overview

We are building the world's first privacy-
preserving biometric authentication and personal 
identity management platform that combines 
biometrics with advanced cryptography in a 
distributed architecture (ZKP, sMPC, SSS)

Our zero-knowledge biometric solution 
eliminates the need for businesses to store and 
manage biometric data, passwords, and any 
other sensitive information without 
compromising on convenience or privacy

Alliances

$6m

Seed funding 
raised to date

Deployments 
and POCs

ARR

Products live 
generating 
revenue

10+

Traction

Keyless is a deeptech, cybersecurity company 
founded by experienced entrepreneurs and 
leading security experts, backed by top-tier VCs, 
bringing 10+ years of research in biometrics and 
cryptography to life

Accelerators

25

Team 
members

6

Years of 
research

10+

Team

PhDs & world’s 
top 10 privacy 
and security 
scholar

Global footprint 
with international 
offices

Footprint

Institutions

HQ // London
R&D // Rome 
BD // Singapore



Nothing to remember. 
Nothing to steal. 
You are the key.
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the password evolution
mission

Hard Tokens
Soft TokensLegacy 

Passwords

Passwords as 
2nd Factor

Attempts to replace passwords overtime have all been based on “something you know”

“Passwords Belong In Time Capsules, Not IT Ecosystem”
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passwords are of the past
mission

Passwords Are Costly and Burdensome to Manage

Passwords Provide Poor User Experiences

Passwords Are Easily Compromised

20-50% of all IT help desk tickets each year are for password resets. (Security Boulevard)
Each year, U.S.-based enterprises allocate over $1 million to password-related support costs. 
(Forrester)

The average enterprise uses 1,400 different cloud services. (SkyHigh Networks)
The average business user must log in with as many as 190 passwords. (Security Magazine)

Passwords that are easily detectable or reused often are vulnerable to phishing attacks. 
Over 80% of hacking breaches involve brute force or the use of lost or stolen credentials.(Verizon 
DBIR)

And many more reasons…

https://securityboulevard.com/2020/02/eliminate-password-reset-tickets-to-increase-profits/
https://www.keepersecurity.com/assets/pdf/Keeper-White-Paper-Forrester-Report.pdf
https://www.skyhighnetworks.com/cloud-security-blog/12-must-know-statistics-on-cloud-usage-in-the-enterprise/
https://www.securitymagazine.com/articles/88475-average-business-user-has-191-passwords
https://enterprise.verizon.com/resources/reports/dbir/
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the world is going passwordless
mission

By 2022, Gartner predicts that 60% of large and global 
enterprises, and 90% of midsize enterprises, will implement 
passwordless methods

51%
of passwords are reused 

across services

$5bn 2.3bn
Facebook fine for years of 

privacy violation
credentials stolen 

in 2017 alone 
(University of Oxford) (Reuters) (Shape Security)

Simplicity Privacy Securityvs. vs.
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why implement passwordless?
mission

Better User 
Experience

Reduced IT Time 
and Costs

Stronger Security 
Posture

Increased 
Trust

80% of security breaches involve compromised 
passwords

- 2019 Data Breach Investigations Report, Verizon

A reduction in user 
frustration and an increase 
in user productivity.

A reduction of the 
administrative burden of 
password-related help desk 
tickets and password resets.

The elimination of threats and 
vulnerabilities related to 
passwords (phishing, stolen or 
weak passwords, password 
reuse, brute-force attacks, 
etc.).

Increase user trust 
by applying 
additional behavioral 
factors.
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the future is private. and secure.
mission

Existing biometric methods have fundamental limitations

Local Authentication
Local
Unusable on 
new devices

Reach
Not universal

Immutable
Leakage of 
data possible

Privacy
User not in 
control of data

Security
Easy to hack 
(single factor)

Centralized Authentication
Security
Central 
honeypot

Privacy
User not in 
control of 
data

Immutable
Leakage of 
data possible when 
sent to server
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Zero-trust MFA 
mission

Keyless provides multichannel biometric 
authentication capabilities across platforms 
and devices with built-in privacy 
protection and multi-factor security
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unique capabilities powered by 
unique technology

advantages

Software Based -
Hardware Agnostic

Since we do not rely on 
the device hardware or 
sensors, Keyless can be 
deployed on a large set of 
devices and appliances

Unique 
Identification

Keyless natively identifies 
your user in every 
touchpoint, so you can 
make sure that the user 
logging in is the correct 
user.

Multi-Device 
Support

Users enroll once in a 5-
seconds process and can 
then use it on all their 
devices.

Backup and 
Recovery

Users can recover their 
identity when they lose 
access to their devices.

No reliance on Face ID 
or other 3rd party tech

Unique identity for 
every user

User not tied to one 
device

No risk of losing your 
identity
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product lines
portfolio

Keyless Authenticator

Workforce  
authentication

Keyless Mobile SDK and Authenticator

Consumer  
authentication

Keyless PIM SDK and PIM Wallet

Personal identity
manager 

Passwordless MFA across all employee touchpoints

Android

iOS

React Native

Multi-platform passwordless MFA for your customers Coming 2021

Mobile and 
Web Apps

IdP and SSO 

Workstation 
Login

VDI

VPN 

RDP
CIAM 

Authenticator

Credentials
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• products

product lines
portfolio

Keyless Authenticator

Workforce  
authentication

Universal biometric authentication  
across all channels

Cost and time savings through  
frictionless authentication
experience

No phishing, credential stuffing  
attacks, and password reuse

Keyless Mobile SDK and 
Authenticator

Consumer  
authentication

Universal biometric authentication  
across channels, platforms, and
devices

No account takeover, 
no phishing

PSD2 compliant MFA in one
simple  action

Self-provisioning and 
management of  own personal 
data and privacy

Selective disclosure of personal 
data in  private, secure way

Keyless PIM SDK and PIM Wallet

Personal identity
manager 
Coming 2021
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Passwordless MFA
portfolio

Keep your business ahead of ever-changing security threats.

Authenticate and identify 
your users in one action

User-friendly, easy to 
use

Protect any app on 
any device

Unmatched coverage

Lightning-fast 
deployment

Adding multi-factor authentication to your 
security stack doesn't have to be disruptive to 
your users.

Keyless integrates seamlessly 
with your existing infrastructure, 
requiring limited efforts from 
your IT teams.

Because Keyless does not rely on 3rd party 
vendors and local authentication, each user 
authentication is also a form of identification.

Our technology does not rely on the device or 
the hardware, so your users can be fully 
protected regardless of their mobile device.

Simple integrations with the all the 
major IAM vendors and built all 
multiple cloud providers, 
supporting on-premise our hybrid 
cloud deployments.



Workforce Solutions
Adopt zero-trust to protect your 
remote workforce.
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$ 70
average cost for each 
password reset

(Forrester Research)

81%
of hacking related breaches 
used weak or stolen passwords

(Verizon Data Breach Report 2017)

$ 4M
average total cost of a data 
breach

(Ponemon Data Breach Report 2019)

Let’s face it, we all hate passwords!

24h
average employee spends 24 
hours per year just on logins

(Verizon Data Breach Report 2019)

your workforce shouldn’t compromise
products

KeyloggersPassword reuse Phishing Credential stuffingLost/stolen tokensShared secrets
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Adopt zero-trust and embrace passwordless MFA to eliminate 
fraud while enhancing employee experiences

Enroll once, use
everywhere

Nothing to 
remember
Remove the need to 
remember a password 
or receive and type a 
One-Time-Password 
from insecure texts or 
emails, or hard token

Multi-factor with 
just a look

Nothing to 
steal
Increase security with  
one look MFA across all 
platforms and devices –
without storing sensitive 
data in a central database 
nor on the user devices

Built-in anti-fraud
protection

Strong 
anti-phishing
Minimize the risk of 
phishing, credential reuse 
and account takeover by 
eliminating shared 
secrets altogether

Private by
design

Privacy 
compliance
Comply with GDPR by 
delivering biometric 
authentication without 
storing and processing 
PII data

products

Keyless Authenticator™
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one authenticator, many use cases
products
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Keyless enables your employees to securely authenticate to your 
virtual private networks - on any device, from any location. 

VPN Access
Secure access to your virtual privates networks

With the growth of remote 
work, VPN usage has spiked 
54% in 2020.

1 2 3

4

RADIUS 
integrations with 
leading VPN clients 

SAML/OIDC 
connectors to your 
preferred identity 
provider

Step-by-step 
documentation and 
best practices for IT 
admins and end users

Seamless on any user 
device, OS or 
hardware; unifying the 
UX for all employees

Passwordless RADIUS login

Reduced IT time & costs
No need to deal with password 
resets and lost credentials

Rapid time-to-value
Out of the box RADIUS 
plugin to your existing 
VPN

Better user experience
Seamless access to your VPN 
with just a look

Strong security 
posture
Minimize the risk of 
unauthorized access to 
your virtual network 

RADIUS integrations with leading VPN clients

Employee

VPN Client Keyless Servers Authenticator App

Keyless Network
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As remote work rises, the use of remote desktops expands 
across the enterprise. Keyless securely authenticates remote 
desktop connections with just a look.

RDP and VDI Access
Secure access to your remote desktops

Significant growth in the 
number of attacks targeting 
Microsoft’s Remote Desktop 
Protocol during the Covid-19 
pandemic. (McAfee)

Passwordless RDP authentication (from workstation)

1

2

RDP

Employee

Keyless Network
Remote Desktop

No mobile phone 
required – MFA 
directly from your 
workstation

Native MFA for every 
desktop access –
local or remote.

Step-by-step 
documentation and 
best practices for IT 
admins and end users

Seamless on any user 
device, OS or 
hardware; unifying the 
UX for all employees

Reduced IT time & costs
No need to deal with password 
resets and lost credentials

Rapid time-to-value
Easily deploy the Keyless 
client across your 
organization

Better user experience
Seamless access to your 
remote desktop with just a 
look

Strong security 
posture
Minimize the risk of of 
account takeovers and 
credential stuffing
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Eliminate passwords from your Windows 7,8 and 10 login 
experience and improve security with just a look  

Secure access to your Windows workstations

An employee wastes an 
average of 24 hours/year on 
password-based workstation 
logins.

Authenticate 
through any mobile 
device or directly 
from your Windows 
workstation

Offline MFA for cases 
where internet 
connectivity is not 
available 

No reliance on third 
party biometrics 
vendors

Users enrolls once –
and can then use to 
access all associated 
workstations

Passwordless Workstation
Login (via workstation)

Passwordless Workstation
Login (via mobile phone)

3

2

3

2

1

1

5

4

Windows Login
Reduced IT time & costs
No lost passwords, no Windows 
passwords resets

Rapid time-to-value
Quick integration with 
your AD infrastructure

Better user experience
Desktop, laptop and tablet 
compatible

Strong security 
posture
In any location, on any 
device

Keyless Network

Windows Workstation
Windows Workstation
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Keyless integrates with your existing identity provider to enable 
passwordless MFA for your enterprise apps and SSO in minutes.

MFA for your SSO
Secure access to your internal applications

Over 80% of hacking 
breaches involve brute force 
or the use of lost or stolen 
credentials. (Verizon DBIR)

Go full passwordless of 
add Keyless as a second 
and third factor

Keyless plugs into your 
existing IAM using 
standard 
protocols or native 
plugins

Ensure 
only the right people have 
access to the right 
resources and apps

Apply behavioral 
biometrics to remove 
user friction while 
enhancing security

Reduced IT time & costs Rapid time-to-value

Better user experience Strong security posture

1 2

Passwordless SSO login

4

3

4

Integrate with your existing single-sign on provider:

Employee

Your IdP Keyless Server
Authenticator App

Keyless Network



Consumer Solutions
Enable strong customer 
authentication with just a look.
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Strong customer authentication 
shouldn’t compromise user experience

KeyloggersPassword reuse Phishing Credential stuffingLost/stolen tokensShared secrets

55%+
of consumer banking traffic was 
malicious logins in 2019

(Forrester Research)

94%
of breaches start with phishing 
attacks targeting people

(Verizon Data Breach Report 2019)

$ 14.7B
fraud incidents and losses with 
mobile phone account takeovers

(Identity Fraud Study, Javelin 2019)

600%+
Increase in phishing attacks 
during COVID-19 pandemic

(InfoSecurity Magazine 2019)

your users shouldn’t compromise.
products
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Enroll once, use
everywhere

Nothing to 
remember
Remove the need to 
remember a password 
or receive and type a 
One-Time-Password 
(OTP) from insecure 
texts or emails

Multi-factor with 
just a look

Nothing to 
steal
Increase security and 
meet PSD2 SCA 
requirements with just a 
look across all platforms 
and devices

Built-in anti-fraud
protection

Strong 
anti-phishing
Minimize the risk of 
phishing, credential reuse 
and account takeover by 
eliminating shared 
secrets altogether

Private by
design

Privacy 
compliance
Comply with GDPR by 
delivering biometric 
SCA without storing 
and processing PII data

Embrace passwordless strong customer authentication to 
eliminate phishing while enhancing customer experience

Keyless Mobile SDK™
products
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many use cases, easy to integrate
product
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Integrate top-notch security and privacy preserving technology 
for your app in minutes - for all users, on any device.

Keyless For Customers
Secure access to your applications with just a look

$ 4M is the average total cost 
of a data breach
(Ponemon Cost of Data Breach Report 2019)

Unified UX across 
all customer 
devices, hardware 
agnostic

Make sure the right 
person is 
authenticating by 
uniquely identifying 
your users

Minimize the risk of 
phishing, credential 
reuse and account 
takeover

Comply with GDPR 
by delivering 
biometric SCA 
without storing and 
processing PII data

Reduced IT time & costs Rapid time-to-value

Better user experience Strong security posture

1 2

Passwordless login for your customers

4

3

4

“

Integrate with your existing identity provider:

Customer

Your IdP Keyless Server
Authenticator App

Keyless Network
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Provide your customers with best-in-class user experience 
without compromising on their security and privacy. 

Mobile SDK
Secure access to your application

Frictionless 
authentication for your 
users with no reliance 
on Face ID or other 
hardware-based 
biometrics

Integrate 
seamlessly in your 
app in less than a 
day, with step-by-
step documentation

Multiple devices, 
one identity – no 
need to re-enroll on 
every new device

Comply with GDPR 
by delivering 
biometric SCA 
without storing and 
processing PII data

Reduced friction
Remove the authentication 
pain from your customers

Rapid time-to-value
Lightening fast integration 
and deployment, on all 
platforms

Better user experience
Customized UX for your app 
and users

SCA, PSD2 compliance
Eliminates risk by keeping your 
users’ data secure and private 
by design 

“
49% password-driven cart 
abandonment rate (Visa); and 
51% of passwords are re-used 
across different services 
(University of Oxford)

Android

iOS

React Native
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the competitive edge
products
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one app and SDK, all use-cases
use cases

Workstation Login  ß

Secure Remote Access ß

Helpdesk Authentication ß

à Call Center Auth

à SCA and Identification

à Cardless ATM withdrawals

à Digital SignatureEmployee Identification ß

For your workforce For your customers
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you are the key
technology

Capture 
biometrics

Split into shares 
and encrypt shares

Send to multiple independent servers and match 
encrypted shares against encrypted templates

Recombine secret 
for one-time use

Locally on user’s device Distributed on Keyless network Locally on user’s device

User in control Nothing to steal Nothing to remember
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multi-factor by design
technology

User-friendly visible protection Invisible protection

Privacy-preserving 
device recognition (ZKP)

Zero-knowledge, AI-driven 
physical and behavioral biometrics

Distributed private 
computation (sMPC, SSS)

Use anywhere from any 
device and any channel

Continuous and dynamic 
multi-factor authentication

AI-driven state-of-the-art 
anti-spoofing

Factor agnostic, multiple 
biometrics; private by design
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Protect and control access

Record and monitor attendance

Facilitate remote exams

Enable secure remote work
Allow staff and students to authenticate 
to business applications, VPN and SSO 
with top-notch security and while 
preserving privacy

Enable secure remote exams and 
authenticate the students with 
their biometrics and devices, 
ensuring the right student is truly 
taking the exam.

Record the attendance of 
individual students and 
acknowledge their presence in 
remote classes.

Provide secure, reliable access for the 
right reasons, enabling the right 
interactions at the right time, for students, 
faculty and staff.

Protect access for students and faculty and 
enable secure, passwordless access to any 
application.

education
use cases
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LUISS university
use cases

In response to COVID-19 lockdowns, LUISS Guido 
Carli University partnered with Keyless and Cisco, 
to allow their students to sit their summer exams 
remotely.

Partnering 
with Cisco

The integration with LUISS and Keyless is a concrete example of 
the potential that can be unleashed when best available 
technologies come together. We’ve each approached this 
integration with openness, flexibility and safety in mind. In doing 
so, we’ve been able to ensure thousands of students can 
continue with their studies, pass their exams and graduate,” 

- Agostino Santoni, CEO of Cisco Italy.
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1Ok+
Students 

Taking Exams

1.5k+
Authentication/

Day

LUISS university
use cases

2.2k+
Virtual Exams

2
Deployment 

Days

10
Days to go-live

QUICK DEPLOYMENT AND ZERO 
MAINTAINANCE

SCALEABLE, INTEGRATED 
WITH MS ADFS

BUILT-IN STUDENT 
IDENTIFICATION

NO PASSWORD RESETS, 
REDUCED IT ADMIN COSTS

ENHANCED LOGIN 
EXPERIENCE

PII NOT STORED 
ANYWHERE



Thank you!

https://keyless.io
info@keyless.io

@KeylessTech


